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STARTING A NEW MRI PROJECT

Follow All “New Project” Instructions Found on the CBI Website.

* Complete the New Project Request Form.

Access form from CBI webpage link “New Project Request Form”
* Special Projects will require approval first before proceeding.

* New Study added into our scheduling application, Calpendo.
Additional user information found on CBI website link

“Calpendo Instruction Guide (PDF)”.

*» Study and Users added to the data server, CBIHOME.

CBI System Administrators

MUSC Service-Now Ticketing System ( https://musc.service-now.com/ )

see CBI website for specific Help Request links to submit CBI server, data and
equipment requests.

CBI Techs
cbitech@musc.edu
843-792-2353

Calpendo ( http://musc.calpendo.com)
see CBI website for links containing a detailed instruction guide and information
about the scheduling system.

CBIHOME ( cbihome.musc.edu)
Studies are added only for MUSC Faculty.
Storage space is limited to MUSC Faculty.
User accounts are linked to MUSC Net ID.
Users are given permissions to work in specific MUSC Faculty study folder(s).




CBI New Project Req
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CBI New Project Request Form
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MUSC Faculty Full Name I I
Pl’s Full Name

[ET S T ey wr— o ——

PI’s MUSC Email

| |

MUSC Faculty MUSC Net 1D
PI's MUSC Net ID
MUSC Faculty Contact Fhone

Erver Faculty's Contact Nurmber (B43) 7320008
Project Information

Project Name

Abbreviated Project Name |
Abbreviated Project Name e

‘Fm.-eu Code I I
Project Code T

CBI New Project Request Form — Study Information

MUSC Faculty Full Name: PI’s Full Name used for study project on CBIHOME.

Faculty MUSC Email: PI's MUSC Email

address.

MUSC Faculty MUSC Net ID: PI's MUSC Net ID.

Abbreviated Project Name: CBIHOME
characters.

Characters allowed: letters (a-z, A-Z), numbers (0-9), dash (-) or underscore (_).

folder name without spaces or special




CBI New Project Request Form — User Info

List Staff on Project
(List personnel who will be with subjects at the scanner and/or accessing data files for this study)

Please be aware that anyone working with subjects at the MRI must complete the MRI Safety Course.
Registration for this course is at the CBI website:

http:/facademicdepartments. musc.edu/cbi/education/MRi-Safety-Class.html

User Name 1 I ] User’s Full Name

niter Full Marme

Phone Number

MUSC Email I 1 User’s MUSC Email

MUSC Net 1D | 1 User’s MUSC Net ID

Access Data on CBI Server?

User’s Access to CBIHOME

reset

Send email when data has been pushed from scanner?

Email Notification when data uploading to CBIHOME

resst

CBI New Project Request Form — User Information

User Name: User’s Full Name associated with study project.

MUSC Email: User’s MUSC Email address.

MUSC Net ID: User’s MUSC Net ID.

Access Data on CBI Server? (Yes/No): User’s permitted to access CBIHOME study
folder to access scan data.

Send email when data has been pushed from scanner? (Yes/No): User’s to receive

email notification when packaged DICOM scan data file is being uploaded to
CBIHOME study folder.
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MRI Data Flow & Data Management

é MUSC

Medical University
of South Carolina

Siemens MRI Console PC CAIRPACS Virtual Server CBIHOME Physical Server
Physical Drive D — Virtual Drive -—-} Virtual Drive
MRI Techs Admin Only Specific Pl Users
Dataretained for Data retained for Data retained up to
approx. 1 week approx. 3 months 500 GB per PI
before DELETION!!! before archiving

Siemens MRI Console PC (HP Physical Computer): Very limited space, original scans remain
on MRI Console PC for less than 2 weeks. If space is required, they may be removed sooner.
Scans are only removed after verification of successful upload to CAIRPACS Virtual Drive.

CAIRPACS Server (MUSC Virtual Server): CAIRPACS server access by CBI System
Administrators Only. CAIRPACS server contains programs which package individual scan
session into a zipped file. Packaged scan files are then uploaded into MUSC faculty study
folder directory located on the MRdata virtual drive mounted on CBIHOME server.

CAIRPACS Virtual Drive: Location of DICOMs uploaded from Siemens MRI console PC.
Typically up to three months of scans remain on CAIRPACS virtual drive before files are
compressed and uploaded to the archive virtual drive. CAIRPACS virtual drive and the archive
virtual drive are backed up nightly through MUSC IT.

CBIHOME Server (Dell Physical Server): CBIHOME server access permitted to MUSC faculty
and authorized personnel for each study.

CBIHOME Virtual Drive: Location of packaged scan DICOMs uploaded from CAIRPACS virtual
server. A maximum of 500-GBytes of data are permitted to each approved MUSC faculty
member. CBIHOME virtual drive are backed up nightly through MUSC IT.




Siemens Patient Registration Three parameters

used to package
Pationt Regisiraiion DICOMs:

Patient ID

Date/Time of Scan

Requesting physician

MRI Console PC - Siemens Patient Registration
Three key parameters used to package scan DICOM files, name the final scan ZIP file and to upload the
ZIP file into the correct study folder on CBIHOME server.

Patient ID Field: [PatientID]

Enter the patient ID for scan into the field “Patient ID”.

* Do NOT use spaces or special characters.

* Only use the following characters: letters (a-z, A-Z), numbers (0-9), dash (-) or underscore (_).
Packaged DICOM ZIP Filename: Pl-Lastname_StudyNumber_YYYYMMDD_HHMMSS_PatientID*.zip

Date/Time of Scan: [YYYYMMDD_HHMMSS]
Automatically generated once scan is started.
Packaged DICOM ZIP Filename: Pl-Lastname_StudyNumber_YYYYMMDD_HHMMSS_PatientID*.zip

Requesting physician Field: [Pl-Lastname_StudyNumber]

Enter the PI’s lastname and Study Number separated by an underscore character (_).

This value is used to properly send the packaged scan ZIP file to the correct study folder on CBIHOME.
Packaged DICOM ZIP Filename: Pl-Lastname_StudyNumber YYYYMMDD_HHMMSS_PatientID*.zip

See “Packaged MRI Scan File Name Structure” on page 11 for more detailed information about
packaged scan filename.




DICOM File Names

Siemens Prisma file naming convention:
Siemens MR series date other

181221107 .5:.2.43:167021 -2021011212305532079694878

~ A N N

system series
serial number time

Siemens Prisma Magnetom naming convention

DICOM File Naming Structure

Typical file naming structure format for DICOM file:

First 8 sections contains information about the “Siemens MR”.

Section 9 is the scanner serial number.

Section 10 is the scan date (yyyymmdd), followed by the time (hhmmss).

Siemens MR series date other
Vemm e e — — v Vo—————— v V————————— v
1.3.12.2.1107.5.2.43.167021.2021011212305532079694878
system series
serial number time

Siemens Prisma Magnetom naming convention.
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Packaged MRI Scan File Name Structure

DEFAULT: YYYYMMDD HHMMSS PatientID.zip
YYYYMMDD HHMMSS PatientID*.zip

MANUAL: PI-Lastname StudyNumber YYYYMMDD HHMMSS PatientID FULL.zip
PI-Lastname StudyNumber YYYYMMDD HHMMSS PatientID MRSOnly.zip

Pl-Lastname = PI’s last name

StudyNumber = Study Number, typically IRB #

YYYYMMDD = Start date of scan session (year-month-day).
HHMMSS = Start time of scan session (hour-minute-second).
PatientiD = Patient ID entered at MRi Console PC at time of scan

* = Alphabetical increase for each additional MRI console re-push.
FULL = Package of all scan DICOM files, including spectroscopy files.

MRSOnly = Package of spectroscopy files only.

Packaged MRI Scan File Name Structure

Default File Name Structure:
Pl-Lastname_StudyNumber_YYYYMMDD_HHMMSS_PatientID*.zip

Manual Packaging by CBI System Administrators:
Pl-Lastname_StudyNumber_YYYYMMDD_HHMMSS_PatientID_FULL.zip
Pl-Lastname_StudyNumber_YYYYMMDD_HHMMSS_PatientID_MRSOnly.zip

Pl-Lastname = PI’s last name

StudyNumber = Study Number, typically IRB #

YYYYMMDD = Start date of scan session (year-month-day).
HHMMSS = Start time of scan session (hour-minute-second).
PatientID = Patient ID entered at MRI Console PC at time of scan.

* = Alphabetical increase for each additional MRI console re-push.
FULL = Package of all scan DICOM files, including spectroscopy files.
MRSOnly = Package of spectroscopy files only.
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Key Information for CBIHOME Server

Hostname: cbihome.musc.edu
IP Address: 128.23.184.41
Domain: clinlan
User: MUSC-NetID
Password: MUSC-NetID-Password

CBI MRI Data is stored on the CBI server “CBIHOME” ( cbihome.musc.edu 128.23.184.41 ).

Accessing the CBI User Server, “CBIHOME” can be done by using the information on this
slide (and listed below):
Hostname: cbihome.musc.edu

Windows Users: The above information allows Windows users to access the CBIHOME
server through: SSH program (PuTTY) or SFTP programs (WinSCP, Filezilla, CyberDuck,
etc.).

MAC Users: The above information allows MAC users to access the CBIHOME server
through: SSH from MAC terminal window, or SFTP programs (CyberDuck, Filezilla, etc.).

MUSC Faculty must submit a CBI “Help Request” (see Help Request section of this
document) to add or remove users from their CBIHOME study folders. To Add a user to
the CBIHOME server, CBI System Administrators require the user’s full name, user’s
MUSC-NetID, user’'s MUSC Email address, and the study number(s)/study folder(s) to
be added to.

13



Adding/Removing Users on CBIHOME Server

(1.) MUSC Faculty must submit CBI Help Request

(2.) Required Information to add a user:
(A.) Users Full Name
(B.) User MUSC-NetID
(C.) User MUSC Email Address
(D.) Study Number(s) / Study Folder(s)

Adding/Removing Users to CBIHOME Server

(1.) MUSC Faculty must submit CBI “Help Request” (see CBI Help Request section of this
document) to add or remove users from their Calpendo and CBIHOME study folders.

(2.) Required information to Add a user to the CBIHOME server:
(A.) Users full name
(B.) User MUSC-NetID
(C.) User MUSC Email address
(D.) Study Number(s) / Study Folder(s)

Sample Submission:

Please add the below people to Study # 12345
/MRdata/Faculty_LastName/Study12345_fMRI/
Thomas Fleury, twf123, fleuryw@musc.edu

IMPORTANT: MUSC Faculty must submit a CBI “Help Request” to inform the CBI System
Administrators whenever users need to be removed from access to specific Faculty folders
and/or specific study folders.
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Accessing MRI Data through CBIHOME Server

SFTP/SCP Client Application

Windows

[ )< Filezilla TR
\\ ‘ ' I
€ ¢

S >

Mac CyberDuck

Application Window

Accessing MRI Data through CBIHOME Server

SFTP/SCP Client Application
Graphical User Interface (GUI) programs for transferring files.
WinSCP, CyberDuck, Filezilla, etc.

see section “IV. WinSCP” about WinSCP Installation and Configuration.

see section “V. CyberDuck” about CyberDuck Installation and Configuration.

see section “VI. FileZilla” about FileZilla Installation and Configuration.
Windows Computers
Use WinSCP, FileZilla, CyberDuck to access CBIHOME data files.

Mac Computers
Use CyberDuck, FileZilla to access CBIHOME data files.

* Must be on MUSC Secure Network to connect to CBIHOME.
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* For Windows PC Only

Downloading of WinSCP

s/ Winscp. netc wrtloa

Installation of WinSCP (slide 1 of 3)

WinSCP https://winscp.net/eng/index.php
WinSCP Download https://winscp.net/eng/download.php
Current version as of 20180425: 5.13.1
( WinSCP-5.13.1-Setup.exe [9.2 Mbytes])

Installation Steps for WinSCP:
(1.) Run the downloaded file.
(2.) Accept License Agreement
(3.) Select “Setup Type” (Typical or Custom Installation).
FYI: Default directory path “C:\Program Files (x86)\WinSCP
(4.) Select Initial User Setting
Commander (two panels: left for local directories, right for remote directory)
Explorer (only remote directory)
(5.) Install.
If asked to import stored PUTTY sessions, select either “Yes” or “No” button.
(6.) Skip Ads by clicking on “Next” button
(7.) Finalize installation by clicking on the “Finish” button.

17



* For Windows PC Only

Installation of WinSCP (continued)

% Setup - WinsCP -

Setup Type
What type of setup do you want?

®) Typical installation (recommended)

- installs to default destination
3 - installs all components
- enables most typical features

“r’ Setup - WinSCP

Initial User Settings m
Please, select your preferred user interface options.

User interface style

(@) Commander - two panels (left for local directory, right for remote directory)
- keyboard shortcuts like in Norton Commander (and other
similar programs as Total Commander, Midnight

4 =5 Commander...)
"} Custom Installation - drag & drop toffrom both panels
- allows full selection of destination, components and features Z Explorer - only remote directory
e - keyboard shortcuts like in Windows Explorer
e - drag & drop
Help < Back Next > Help < Back Mext > Cancel
Installation of WinSCP (slide 2 of 3)
WinSCP https://winscp.net/eng/index.php

WinSCP Download https://winscp.net/eng/download.php
Current version as of 20180425: 5.13.1
( WinSCP-5.13.1-Setup.exe [9.2 Mbytes])

Installation Steps for WinSCP:
(1.) Run the downloaded file.
(2.) Accept License Agreement

(3.) Select “Setup Type” (Typical or Custom Installation).
FYI: Default directory path “c:\Program Files (x86)\WinSCP

(4.) Select Initial User Setting

Commander (two panels: left for local directories, right for remote directory)

Explorer (only remote directory)
(5.) Install.

If asked to import stored PUTTY sessions, select either “Yes” or “No” button.

(6.) Skip Ads by clicking on “Next” button

(7.) Finalize installation by clicking on the “Finish” button.

18



* For Windows PC Only

Installation of WinSCP (continued)

"8 Confirm - WinSCP ? ¥
Q You have stored sessions/sites in PuTTY SSH client.

Do you want to import them into WinSCP?

(You can import them anytime later from Login dialog)

Yes No Help

Installation of WinSCP (slide 3 of 3)

WinSCP https://winscp.net/eng/index.php
WinSCP Download https://winscp.net/eng/download.php
Current version as of 20180425: 5.13.1
( WinSCP-5.13.1-Setup.exe [9.2 Mbytes])

Installation Steps for WinSCP:
(1.) Run the downloaded file.
(2.) Accept License Agreement
(3.) Select “Setup Type” (Typical or Custom Installation).
FYI: Default directory path “c:\Program Files (x86)\WinSCP
(4.) Select Initial User Setting
Commander (two panels: left for local directories, right for remote directory)
Explorer (only remote directory)
(5.) Install.
If asked to import stored PUTTY sessions, select either “Yes” or “No” button.
(6.) Skip Ads by clicking on “Next” button
(7.) Finalize installation by clicking on the “Finish” button.
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* For Windows PC Only
Configuration of WinSCP
"B Login X
i New Site Session
File protocol:
SFTP
Host name: Port number: 3
2| chihome.musc.edu I I ?2':
Ser name: Password:
4| MUSC-NetID |
Tools - Manage = ; Close Help

Configuration of WinSCP (slide 1 of 6)
( 1.) Start WinSCP program.
( 2.) Enter “Host name” value of “cbihome.musc.edu”.
( 3.) Enter “Port Number” value of “22".
( 4.) Enter MUSC-NetID into the “User name” box.
( 5.) Click the “Save” button.
( 6.) Popup window “Save session as site” appears.
( 7.) Accept “Site name” (“MUSC-NetID@cbihome.musc.edu”) or modify (“CBIHOME”).
( 8.) Click “OK” button to save name and session site.
( 9.) Select “Site name” on left side.
(10.) Click the “Login” button.
(11.) First time a computer accesses CBIHOME, you will get a “warning” window.
If you are on a secure ethernet connection, click the “Yes” button.
(12.) Enter your MUSC-NetID-Password.
(13.) Click the “OK” button to finish connecting to the CBIHOME server.
Accessing Files on CBIHOME
(14.) Select “/ <root>" from dropdown menu. (15.) Click on “MRdata”
(16.) Step 14 above causes “/ <root>" to become “MRdata“.
(17.) Click on Faculty’s Folder to access Study sub-folders and packaged DICOM files.
/MRdata/Faculty LastName/Study1/upload/20180401_121530 1001v1.zip
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* For Windows PC Only

Configuration of WinSCP (continued)

"B Login X
[ New Site Session
File protocol:
Save session as site ? X
port number:
Site name: 27 -
[ MUSC-NetlD@cbihome.musc.edu | 7 |
Folder:
<none>
fhvanced... |w

[]Create desktop shortcut

Tools - Manage = ; Close Help

Configuration of WinSCP (slide 2 of 6)
( 1.) Start WinSCP program.
( 2.) Enter “Host name” value of “cbihome.musc.edu”.
( 3.) Enter “Port Number” value of “22”.
( 4.) Enter MUSC-NetID into the “User name” box.
( 5.) Click the “Save” button.
( 6.) Popup window “Save session as site” appears.
( 7.) Accept “Site name” (“MUSC-NetID@cbihome.musc.edu”) or modify (“CBIHOME”).
( 8.) Click “OK” button to save name and session site.
( 9.) Select “Site name” on left side.
(10.) Click the “Login” button.
(11.) First time a computer accesses CBIHOME, you will get a “warning” window.
If you are on a secure ethernet connection, click the “Yes” button.
(12.) Enter your MUSC-NetID-Password.
(13.) Click the “OK” button to finish connecting to the CBIHOME server.
Accessing Files on CBIHOME
(14.) Select “/ <root>" from dropdown menu. (15.) Click on “MRdata”
(16.) Step 14 above causes “/ <root>" to become “MRdata“.
(17.) Click on Faculty’s Folder to access Study sub-folders and packaged DICOM files.
/MRdata/Faculty LastName/Study1/upload/20180401_121530 1001v1.zip
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* For Windows PC Only

Configuration of WinSCP (continued)

-l\ Login b 4
5 New Sit Session
Q) | B MUSC-NetiD@cbihome.musc.edu Bile protocol:
SFTP
Host name: Pott number:
chihome.musc.edu 22
User name: Password:
MUSC-NetiD
Edit

Tools - Manage ¥ l O Close Help

Configuration of WinSCP (slide 3 of 6)
( 1.) Start WinSCP program.
( 2.) Enter “Host name” value of “cbihome.musc.edu”.
( 3.) Enter “Port Number” value of “22”.
( 4.) Enter MUSC-NetID into the “User name” box.
( 5.) Click the “Save” button.
( 6.) Popup window “Save session as site” appears.
( 7.) Accept “Site name” (“MUSC-NetID@cbihome.musc.edu”) or modify (“CBIHOME”).
( 8.) Click “OK” button to save name and session site.
( 9.) Select “Site name” on left side.
(10.) Click the “Login” button.
(11.) First time a computer accesses CBIHOME, you will get a “warning” window.
If you are on a secure ethernet connection, click the “Yes” button.
(12.) Enter your MUSC-NetID-Password.
(13.) Click the “OK” button to finish connecting to the CBIHOME server.
Accessing Files on CBIHOME
(14.) Select “/ <root>" from dropdown menu. (15.) Click on “MRdata”
(16.) Step 14 above causes “/ <root>" to become “MRdata“.
(17.) Click on Faculty’s Folder to access Study sub-folders and packaged DICOM files.
/MRdata/Faculty LastName/Study1/upload/20180401_121530 1001v1.zip
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* For Windows PC Only

Configuration of WinSCP (continued)

Waming ? A Password - MUSC-NetlD/MUSC-NETID@cbihome.musc.edu
J. Continue connecting to an unknown server and add its host A Searching for host...
key to a cache? 4 Connecting to host...

The server's host key was not found in the cache. You have no guarantee that the Authenticating...

server is the computer you think it is s " "
Using username “MUSC-NetID
The server's Ed25519 key details are;

Algorithm: ssh-ed25519 256
SHA-256:  /EYxwq2l/ge57riVeSEeTbbkUXIfiScCBUx4xXiYVee=
MD5 8d:44:bB:a1:b1:63:8d:1cc1:67:22:b6:30:28:26:86

If you trust this host, press Yes. To connect without adding host key to the cache,
ess No. To abandon the connectio ess Cancel
pres » abandon the connection press Canc Password:

Copy key fingerprints to dlipboard [l ............ I 12

11 | Yes  |v No Cancel Help 13 E ot Help

X

Configuration of WinSCP (slide 4 of 6)
( 1.) Start WinSCP program.
( 2.) Enter “Host name” value of “cbihome.musc.edu”.
( 3.) Enter “Port Number” value of “22”.
( 4.) Enter MUSC-NetID into the “User name” box.
( 5.) Click the “Save” button.
( 6.) Popup window “Save session as site” appears.
( 7.) Accept “Site name” (“MUSC-NetID@cbihome.musc.edu”) or modify (“CBIHOME”).
( 8.) Click “OK” button to save name and session site.
( 9.) Select “Site name” on left side.
(10.) Click the “Login” button.
(11.) First time a computer accesses CBIHOME, you will get a “warning” window.
If you are on a secure ethernet connection, click the “Yes” button.
(12.) Enter your MUSC-NetID-Password.
(13.) Click the “OK” button to finish connecting to the CBIHOME server.
Accessing Files on CBIHOME
(14.) Select “/ <root>" from dropdown menu. (15.) Click on “MRdata”
(16.) Step 14 above causes “/ <root>" to become “MRdata“.
(17.) Click on Faculty’s Folder to access Study sub-folders and packaged DICOM files.
/MRdata/Faculty LastName/Study1/upload/20180401_121530 1001v1.zip
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Accessing CBIHOME by WinSCP

&, [ - MUSC-NetiD/MUSC-NETID@ chihome musc edu - WinSCP

CAUsers\MUSC-NetiD\Documents', !
Name Size Type Changed i
- Parent directory AN122018 S46:10 PM -

apps

0Bol156KBinDof 6 Shidden 0Bof 0Bn0of 26 2 hidden

Configuration of WinSCP (slide 5 of 6)
( 1.) Start WinSCP program.
( 2.) Enter “Host name” value of “cbihome.musc.edu”.
( 3.) Enter “Port Number” value of “22”.
( 4.) Enter MUSC-NetID into the “User name” box.
( 5.) Click the “Save” button.
( 6.) Popup window “Save session as site” appears.
( 7.) Accept “Site name” (“MUSC-NetID@cbihome.musc.edu”) or modify (“CBIHOME”).
( 8.) Click “OK” button to save name and session site.
( 9.) Select “Site name” on left side.
(10.) Click the “Login” button.
(11.) First time a computer accesses CBIHOME, you will get a “warning” window.
If you are on a secure ethernet connection, click the “Yes” button.
(12.) Enter your MUSC-NetID-Password.
(13.) Click the “OK” button to finish connecting to the CBIHOME server.
Accessing Files on CBIHOME
(14.) Select “/ <root>" from dropdown menu. (15.) Click on “MRdata”
(16.) Step 14 above causes “/ <root>" to become “MRdata“.
(17.) Click on Faculty’s Folder to access Study sub-folders and packaged DICOM files.
/MRdata/Faculty LastName/Study1/upload/20180401_121530 1001v1.zip
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Accessing CBIHOME by WinSCP (continued)

W |- MUSC-NetiD/MUSC-NETID@ chihome musc adu - WinsSCP [ X

Local Mark Files Commands Session Options Remote Help

ju

CAUsers\MUSC-NetiD\Documents',
MName Size Type Changed
s Parenit directory A/12/2018 S46:10 PM

0Bol156KBinDof 6
SFIP-3 C:01:45

Configuration of WinSCP (slide 6 of 6)
( 1.) Start WinSCP program.
( 2.) Enter “Host name” value of “cbihome.musc.edu”.
( 3.) Enter “Port Number” value of “22”.
( 4.) Enter MUSC-NetID into the “User name” box.
( 5.) Click the “Save” button.
( 6.) Popup window “Save session as site” appears.
( 7.) Accept “Site name” (“MUSC-NetID@cbihome.musc.edu”) or modify (“CBIHOME”).
( 8.) Click “OK” button to save name and session site.
( 9.) Select “Site name” on left side.
(10.) Click the “Login” button.
(11.) First time a computer accesses CBIHOME, you will get a “warning” window.
If you are on a secure ethernet connection, click the “Yes” button.
(12.) Enter your MUSC-NetID-Password.
(13.) Click the “OK” button to finish connecting to the CBIHOME server.
Accessing Files on CBIHOME
(14.) Select “/ <root>" from dropdown menu. (15.) Click on “MRdata”
(16.) Step 14 above causes “/ <root>" to become “MRdata“.
(17.) Click on Faculty’s Folder to access Study sub-folders and packaged DICOM files.
/MRdata/Faculty LastName/Study1/upload/20180401_121530 1001v1.zip
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Using WinSCP to Check Quota Space

Faculty_LastName Properties ? X

Common  Checksum

23 Copy.. F5 {Hokder
& Duplicate... Shift+F5 20
o M F6 Location MRdata
| NG See: 21 |.2<JOGB\;L95 I | Calcuizte |
Move To... Shift+F6
< Delete F8 ==
Group |
# Rename F2
| Owner
Custom Commands >
File N y Pemmissions: Qwner EJR BAW BAx [Jsetuid
i€ fames / Gow MR W Hx 5«60
19 |ZF Properties | Opes  [JR OW [Ox [JSuckybr
oga: (2770
[CJ Add X to drectories
D Set groun owner and pemissions ecursively
Cancel Help

Checking Quota Space in WinSCP:

(18.) Right mouse click on selected Faculty folder “Faculty _LastName” to get to the
dropdown menu.

(19.) Select “Properties” to open a folder properties window.

(20.) Click the “Calculate” button.

(21.) After calculation, size of space used will be displayed in the “Size” field.
In this example, 200 Gbytes are used, therefore the “Faculty LastName”
folder has 300 Gbytes that can still be used.
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Downloading of CyberDuck

1 ¢« https://cyberduck.io/

Download ]
Cyberduck for Windows.

Get it on
Windows 10 +—1= Windows10 Store

Download ;
Cyberduck for Mac. <+«— MAC Download

Windows 10

Download
berduck

MaC.Ar.Jp Store - MAC App Store

& Mac App Store

+— Windows Download

Downloading of CyberDuck (slide 1 of 1)
( 1.) Go to the CyberDuck website: https://cyberduck.io/
( 2.) Click on download link for your computer system.
Win: Cyberduck-Installer-6.5.0.27854.exe
Mac: Cyberduck-6.5.0.27854.zip
Current version as of 20180501: 6.5.0.27854

Installation Steps for CyberDuck (for MAC):

( 3.) Drag and Drop the downloaded file into your “Applications” folder.

( 4.) Click the “Open” button to start the installation process.

( 5.) Click on either “Cancel” or “Change” button for CyberDuck to be default SFTP
location.

( 6.) Click on either “Don’t Check” or “Check Automatically” for CyberDuck updates.
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* MAC Instructions

Installation of CyberDuck

h = L
“weorites
0094 zip B Box Sync e Q m
y AirDrop

ong 2ip &4 Recents Contacts Dashboard DICOM Sort-2.19 Dictionary DisplayLink
¥ Applications

Azurs ! -F © Downloads ot =
016A.zip A h % -
" Cioud \&/ -

iCloud Dr... DVD Prayer FaceTime FileZilla Firatox Font Book

016.zip Desiktop

B Documents

FileZitla_3.320 MACosx-x86_ Setup_bundled.dmg

P4 -

Remote Disc

ect to servers, en[erpri o filo charing
- FileZilla

L3

ders. Cyberduck &

— !

Downloading of CyberDuck (slide 1 of 1)
( 1.) Go to the CyberDuck website: https://cyberduck.io/
( 2.) Click on download link for your computer system.
Win: Cyberduck-Installer-6.5.0.27854.exe
Mac: Cyberduck-6.5.0.27854.zip
Current version as of 20180501: 6.5.0.27854

Installation Steps for CyberDuck (for MAC):

( 3.) Drag and Drop the downloaded file into your “Applications” folder.

( 4.) Click the “Open” button to start the installation process.

( 5.) Click on either “Cancel” or “Change” button for CyberDuck to be default SFTP
location.

( 6.) Click on either “Don’t Check” or “Check Automatically” for CyberDuck updates.
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Installation of CyberDuck

“Cyk Is an icati from tha [ & Check for updates automatically?

Internet. Are you sure you want to open it? & Shou'd Cyberduck automatically check for updates? You
= = 4 can always check for updates manually from the
cyberduck.io Cyberduek menu,

Cancel Show Web Page | 6 Don't Check
|
P Set as default for
4" FTPandSFTP locations?
\ As the default application, Cyberduck will open when
you click on FTP or SFTP links in other applications,
suc e can change this

setting i

Downloading of CyberDuck (slide 1 of 1)
( 1.) Go to the CyberDuck website: https://cyberduck.io/
( 2.) Click on download link for your computer system.
Win: Cyberduck-Installer-6.5.0.27854.exe
Mac: Cyberduck-6.5.0.27854.zip
Current version as of 20180501: 6.5.0.27854

Installation Steps for CyberDuck (for MAC):

( 3.) Drag and Drop the downloaded file into your “Applications” folder.

( 4.) Click the “Open” button to start the installation process.

( 5.) Click on either “Cancel” or “Change” button for CyberDuck to be default SFTP
location.

( 6.) Click on either “Don’t Check” or “Check Automatically” for CyberDuck updates.
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Initial Running of CyberDuck

L I ¥ Applications

Dashboard

Dictionary DisplayLink

& &

iCioud

2 iCloud Dr... @ OV Player FaceTime

] Deskton e
,% Documents t
Devices

(@ Remote Disc

|} FileZilla =

Thank you for using Cyberduck!

This is free software, but It still costs money to write, support, and
digtribute it. If you enjoy using it, please consider a donation to the
suthors of this software. It will heip to make Cyberduck even betteri As
a contributor to Cyberduck, you receive a registration key that disables
this prompt.

Don't show again for this version 8

Buy in Mac App Store [ Dorate |

Initial Running of CyberDuck:
( 7.) Click on CyberDuck Application.

( 8.) Click on the “Later” button unless you want to donate.
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Configuration of CyberDuck

..........
SybeTduc

9 & B =

Open Connection Quick Connect Action  Fef

Configuration of “CBIHOME” for CyberDuck:

( 9.) Click on “Open Connection” button to popup settings window.
(10.) From the dropdown menu select “SFTP (SSH File Transfer Protocol).
(11.) Enter “cbihome.musc.edu” into the “Server” box.

(12.) Enter “22” into the “Port” box.

(13.) Enter your MUSC-NetID into the “Username” box.

(14.) Enter your MUSC-NetID-Password into the “Password” box.

(15.) Click on the “Connect” button to establish a connection to CBIHOME.
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Configuration of CyberDuck

Cyberduck Unregistered
3 5 S 3 7 a
Open Connection Quick Connect Action Refresh Edit Disconnect
| B2 SFTP (SSH File Transfer Protocol) a
server: | chihome.musc.edu | por:| 22 |

URL: sftp://MUSC-NetiD@cbihome.musc.edu
13 username: | MUSC-NetiD |

14 Password: | MUSC-NetiD-Password |

SSH Private Key: None

Add to Keychain ? Cancel

Configuration of “CBIHOME” for CyberDuck:

( 9.) Click on “Open Connection” button to popup settings window.

(10.) From the dropdown menu select “SFTP (SSH File Transfer Protocol).
(11.) Enter “cbihome.musc.edu” into the “Server” box.

(12.) Enter “22” into the “Port” box.

(13.) Enter your MUSC-NetID into the “Username” box.

(14.) Enter your MUSC-NetID-Password into the “Password” box.

(15.) Click on the “Connect” button to establish a connection to CBIHOME.
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Using CyberDuck to Access CBIHOME

@ =] ¢ MUSC-NetlD@cbihome.musc.edu - SFTP Unregistered
€ - E 2 VZ A

_ Open Connection Quick Connect Action Refresh "E dit . 1 6 Disconnect

EBr o @ <« » /home/MUSC-NetID A Q

“ilename v |71 /home/MUSC-NetiD  fied

> Desktop fhome 717, 1110 AM

» I Documents 17 Y 7. 3:53 °M

> Downloads -= 1/23/18, 3:09 PM

» [ matlab -- 10/10/17, 7:22 AM

> Music -- 10117117, 11110 AM

> Pictures == 10/17/17, 1110 AM

» [ Public -- 10/17/17, 11:10 AM

> Templates -- 10/17/17, 11:10 AM
testrc 157 B 11117, 1:27 PM

» [ Videos -- 10/17/17, 11:10 AM

Accessing “CBIHOME” from CyberDuck:
(16.) Click on the dropdown menu for directory path folders.
(17.) Select the root directory folder “/”.
(18.) Click on the root path folder “MRdata”.
(19.) Step 18 above opens the MRdata folder.
Locate your Faculty LastName folder to access study files.
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Using CyberDuck to Access CBIHOME
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26 Files
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Quick Connect

-
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B o
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Accessing “CBIHOME” from CyberDuck:

(16.) Click on the dropdown menu for directory path folders.

(17.) Select the root directory folder “/”.
(18.) Click on the root path folder “MRdata”.

(19.) Step 18 above opens the MRdata folder.
Locate your Faculty LastName folder to access study files.

35



* MAC Instructions

Using CyberDuck to Check Quota Space

P — - -
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|
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Checking Quota Space in CyberDuck:

(20.) Select Faculty folder “Faculty _LastName” to check and select “Info” from
dropdown menu.

(21.) Click the “Calculate” button.

(22.) After calculation, size of space used will be displayed in the “Size” field.
In this example, 100 Gbytes are used, therefore the “Faculty LastName”
folder has 400 Gbytes that can still be used.
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FileZilla Downloading
FAFileZilla.....

Home

FileZilla E FikeZilla Pro supports Amazon 53, Azure and WebDAV!

Features

Screenshots

Download

Documentation O\l'er\fiew
FileZilla Server

Download by
Community

Forum

Pr

w.T.ﬂ page In addition, you will find documnentation on how to compile FileZilla and rightly bullds for multiple platforms in

General ©Q Quick download links

leZilla, the free FTP solution. Both a client and & server are available. FileZilla s open source software distributed

icome to the homepage of FileZilla®,
" s of the GNU General Public License

ki and the bug and feature request trackers,

the development section.

Trademark
Policy
Development

) 2018-04-27 - FileZilla Client 3.33.0-rcl released

Translations New features:
Version histary
Changeiog
Issue tracker
Other projects
libfilezilla
Octochess

queus can now be sarted
od with 8e3256-ctr, £.¢. a3 created by OpenSSH 7.6 and later

& 2018-04-03 - FileZilla Client 3.32.0 released

FileZilla Downloading ( slide 1 of 2)

(1.) Go to the FileZilla website: https://filezilla-project.org/
(2.) Click on “Download FileZzilla Client” Link
(3.) If this is not your computer system, click on the appropriate link.
Win: https://filezilla-project.org/download.php?platform=win64
Mac: https://filezilla-project.org/download.php?platform=0sx
(4.) Click on “Download Filezilla Client” Link.
(5.) Popup window “Please select your edition of FileZilla Client” will appear.
(6.) Click on “Download” Link and save installation file.
Win: FileZilla_3.32.0_win64-setup_bundled.exe
Mac: FileZilla_3.32.0_macosx-x86_setup_bundled.dmg
Current version as of 20180401: 3.32.0
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FileZilla Downloading (continued)
HAFileZilla........

Hama

FileZilla E FileZilla Pro supports Amazon 53, Azure and WebDAV!  (EIERE eI
Features

Screenshots
Download
pecumentsten  pgwnload FileZilla Client for Windows (64bit)
FileZilla Server
Dawnload Tha latest stable version of FileZ! Chent is 3.32.0
Community Please select the file appropriate for your platform below
Forum
Project page
Wikl s e - g
General i :
FAQ

MAC Download Link
Ucerse s instal #Check below for more options Please select your edition of FileZilla Client 5

FileZilla Pro FileZilla
Standard FTP Yeos Yes
FTP over TLS Yes Yes
SFTP Yes Yes
Amazon 53 Yes
Microsoft Azure Blob and File Storage Yes

Linux Download Link UNEGAY oy

Other projects  prereloase versions Download
Eibditezilts = 6
Cetic i To download the latest prereleass version (currently 3.33.0-rc1), go to the download page for unstablel

Transiations
~ Show additional download options

FileZilla Downloading ( slide 2 of 2)

(1.) Go to the FileZilla website: https://filezilla-project.org/
(2.) Click on “Download FileZilla Client” Link
(3.) If this is not your computer system, click on the appropriate link.
Win: https://filezilla-project.org/download.php?platform=win64
Mac: https://filezilla-project.org/download.php?platform=0sx
(4.) Click on “Download FileZilla Client” Link.
(5.) Popup window “Please select your edition of FileZilla Client” will appear.
(6.) Click on “Download” Link and save installation file.
Win: FileZilla_3.32.0_win64-setup_bundled.exe
Mac: FileZilla_3.32.0_macosx-x86_setup_bundled.dmg
Current version as of 20180401: 3.32.0
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FileZilla Installation

Choose Installation Options
Who should this appication be installed for?

Pluase ssiact whether you wish to make this softw]

Anyone who uses thes computer (all users)
@) Oy for me {current user) Mlmm;;:‘uxw:wmwmmw 0o

Choose the folder in which to instal FleZila Clent 3.32.0,

Select components to install:

[l lcon sets Gick Browse and select anather folder. Chck Next to
[¥] Language fies
for &l [#] Shell Extersion
" 7] Desktop Icon
[= Space requined: 27.2M8 Destination Folder

C:\Program Fles\FieZila FTP Clent

(Lo LI soucerequees: 2720
Space avalable: 545.9G8

| <Back || MNext>

Setup will instal Fle7ila Chent 3.32.0 in the following folder. To instal in a different folder,
continue.

[ cones |

Installation of FileZilla (slide 1 of 1)

Filezilla https://filezilla-project.org/
FileZilla Download https://filezilla-project.org/download.php?type=client
Current version as of 20180425: 3.32.0

Installation Steps for FileZilla:

(1.) Run the downloaded file.

(2.) Accept License Agreement

(3.) Select installation option (for all users or only current user),
click “Next” button to advance.

(4.) Select components to install, click “Next” button to advance.
The default options are acceptable.

(5.) Select installation path location, click “Next” button to advance.

(6.) Click “Finish” button.
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FileZilla Configuration

Site Manager... s | o M
/ - " - word: Port | Quickconnect | =
MHew tab CirlsT
A e cobew
Export..
Impont.
Show fikes currently being edited Crr+E [
Eat C-Q [
T —
Windows
Windows.cld
5y O Data)
bud E
#- | F: (Seagate Backup Plus Drive)
4 L@ H: (\\homercom fleurytw)
. -.‘-1 (kb hormelfle w)
5 559 P: (\\PRESENTATION-0\Siemers_Share]
5 g R (\Wfs.mde.muse.edu\research\ CED)
Filename Flesize Filetype Last modified | Fileraene Filesize Filetype Lastmodified  Permissions  Ownes/Geo
NirtualBox File folder 0418/2018 16:05-M4
AppDots File folder 08/18/2017 120645 4 Not connected to any server
Apphcation Data File folder
§3 Contacts File folder 001,/08/2018 8:31:29

Configuration Steps for FileZilla (slide 1 of 5)

( 1.) Start FileZilla Client Application.

( 2.) Select “File” from the main menu bar.

( 3.) Select “Site Manager...”.

( 4.) Click the “New Site” button.

( 5.) Name the new site “CBIHOME".

( 6.) Select the “General” tab on the right panel.

( 7.) Enter “cbihome.musc.edu” in the “Host” field box.

( 8.) Enter “22” in the “Port” field box.

( 9.) Select the “SFTP — SSH File Transfer Protocol” from the “Protocol” dropdown menu.

(10.) Select the “Normal” or “Ask for password” from the “Login Type” dropdown menu.

(11.) Enter your MUSC-NetID in the “user” field box.

(12.) Optional: Enter your MUSC-NetID-Password into the “Password” field box.
If you don’t enter your password here, you will be prompted to enter it each time
that you attempt to connect to CBIHOME.

(13.) Click the “Connect” button to connect to CBIHOME server.

(14.) Depending on how step # 10 was set, you will receive one of these popup windows
before connecting to CBIHOME.

(15.) Left panel local host drives, right panel CBIHOME directory tree.
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* Windows Instructions

FileZilla Configuration

|
Site Manager —
Select Entry:

General hd‘.anccﬂ‘ Transfer Settings | Charset

ok | [ canca

Configuration Steps for FileZilla (slide 2 of 5)

( 1.) Start FileZilla Client Application.

( 2.) Select “File” from the main menu bar.

( 3.) Select “Site Manager...”.

4.) Click the “New Site” button.

5.) Name the new site “CBIHOME".

6.) Select the “General” tab on the right panel.

7.) Enter “cbihome.musc.edu” in the “Host” field box.

( 8.) Enter “22” in the “Port” field box.

( 9.) Select the “SFTP — SSH File Transfer Protocol” from the “Protocol” dropdown menu.

(10.) Select the “Normal” or “Ask for password” from the “Login Type” dropdown menu.

(11.) Enter your MUSC-NetID in the “user” field box.

(12.) Optional: Enter your MUSC-NetID-Password into the “Password” field box.
If you don’t enter your password here, you will be prompted to enter it each time
that you attempt to connect to CBIHOME.

(13.) Click the “Connect” button to connect to CBIHOME server.

(14.) Depending on how step # 10 was set, you will receive one of these popup windows
before connecting to CBIHOME.

(15.) Left panel local host drives, right panel CBIHOME directory tree.

P
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* Windows Instructions

FileZilla Configuration
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Configuration Steps for FileZilla (slide 3 of 5)

( 1.) Start FileZilla Client Application.

( 2.) Select “File” from the main menu bar.

( 3.) Select “Site Manager...”.

( 4.) Click the “New Site” button.

( 5.) Name the new site “CBIHOME".

( 6.) Select the “General” tab on the right panel.

( 7.) Enter “cbihome.musc.edu” in the “Host” field box.

( 8.) Enter “22” in the “Port” field box.

( 9.) Select the “SFTP — SSH File Transfer Protocol” from the “Protocol” dropdown menu.

(10.) Select the “Normal” or “Ask for password” from the “Login Type” dropdown menu.

(11.) Enter your MUSC-NetID in the “user” field box.

(12.) Optional: Enter your MUSC-NetID-Password into the “Password” field box.
If you don’t enter your password here, you will be prompted to enter it each time
that you attempt to connect to CBIHOME.

(13.) Click the “Connect” button to connect to CBIHOME server.

(14.) Depending on how step # 10 was set, you will receive one of these popup windows
before connecting to CBIHOME.

(15.) Left panel local host drives, right panel CBIHOME directory tree.
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* Windows Instructions

FileZilla Configuration

14
Remember passwords? &

Weuld you like FileZilla to remember passwords? ¥ ~
When allowing FileZilla to remember passwords, you can reconnnect without having to ‘ Enter pBSSWOfd M
re-enter a password after restarting FileZilla. |

Save passwords Please enter a password for this server:
@ Do not save passwords

Save passwords protected by a master password | Name: CBIHOME

Master password: Host: cbihome.musc.edu

Ri : :

epeat password: User: MUSC-NetiD
A lost master password cannot be recovered! Please thorougly memorize your password.
[ ok | concel Password: MUSC-NetID-Password
|

Remember password until FileZilla is closed

0K ] r Cancel

Configuration Steps for FileZilla (slide 4 of 5)

( 1.) Start FileZilla Client Application.

( 2.) Select “File” from the main menu bar.

( 3.) Select “Site Manager...”.

( 4.) Click the “New Site” button.

( 5.) Name the new site “CBIHOME".

( 6.) Select the “General” tab on the right panel.

( 7.) Enter “cbihome.musc.edu” in the “Host” field box.

( 8.) Enter “22” in the “Port” field box.

( 9.) Select the “SFTP — SSH File Transfer Protocol” from the “Protocol” dropdown menu.

(10.) Select the “Normal” or “Ask for password” from the “Login Type” dropdown menu.

(11.) Enter your MUSC-NetID in the “user” field box.

(12.) Optional: Enter your MUSC-NetID-Password into the “Password” field box.
If you don’t enter your password here, you will be prompted to enter it each time
that you attempt to connect to CBIHOME.

(13.) Click the “Connect” button to connect to CBIHOME server.

(14.) Depending on how step # 10 was set, you will receive one of these popup windows
before connecting to CBIHOME.

(15.) Left panel local host drives, right panel CBIHOME directory tree.
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* Windows Instructions

FileZilla Configuration
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Configuration Steps for FileZilla (slide 5 of 5)

( 1.) Start FileZilla Client Application.

( 2.) Select “File” from the main menu bar.

( 3.) Select “Site Manager...”.

( 4.) Click the “New Site” button.

( 5.) Name the new site “CBIHOME".

( 6.) Select the “General” tab on the right panel.

( 7.) Enter “cbihome.musc.edu” in the “Host” field box.

( 8.) Enter “22” in the “Port” field box.

( 9.) Select the “SFTP — SSH File Transfer Protocol” from the “Protocol” dropdown menu.

(10.) Select the “Normal” or “Ask for password” from the “Login Type” dropdown menu.

(11.) Enter your MUSC-NetID in the “user” field box.

(12.) Optional: Enter your MUSC-NetID-Password into the “Password” field box.
If you don’t enter your password here, you will be prompted to enter it each time
that you attempt to connect to CBIHOME.

(13.) Click the “Connect” button to connect to CBIHOME server.

(14.) Depending on how step # 10 was set, you will receive one of these popup windows
before connecting to CBIHOME.

(15.) Left panel local host drives, right panel CBIHOME directory tree.
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VIl. CBIHOME Directory Structure

Slide #
45
46
47
48
49

Description

CBIHOME Server Directory Tree — “/”
CBIHOME Server Directory Tree — “/home”
CBIHOME Server Directory — “/MRdata”
CBIHOME Server — Faculty Drive Space Quota

CBIHOME Server — User Permissions

Topics and Key Points Covered in Presentation
I: New MRI Projects
Starting a New MRI Project
CBI New Project Request Form — Study and User Information
Il: MRI Data Flow
MRI Data Flow and Data Management
Siemens Patient Registration Form
DICOM Filename Format and Packaged MRI Scan Filename Format
lll: CBIHOME
Key Information for CBIHOME Server (cbihome.musc.edu)
Adding/Removing Users on CBIHOME Server
Accessing CBIHOME through SFTP/SCP Client Application
IV: WinSCP (SFTP/SCP Client Application for Windows PC Only)
WinSCP Downloading, Installation and Configuration
WinSCP Accessing Study Folder on CBIHOME and Checking Space
V: CyberDuck (SFTP/SCP Client Application for Macs & Windows)
CyberDuck Download, Installation and Configuration
CyberDuck Accessing Study Folder on CBIHOME and Checking Space
VI: FileZilla (SFTP/SCP Client Application for Macs & Windows)
FileZilla Downloading, Installation and Configuration
VII: CBIHOME Directory Structure
CBIHOME Server Directory Tree, Faculty Space Quota and User Permissions
VIIi: Other Information
CBI Help Request
Missing/Incomplete Scan Data
Incidental Findings
MRI Computers, MUSC Remote VPN Access and Net ID Password Reactivation

Slide #
3

4

5-6

7

8

9
10-11
12

13

14

15

16
17-23
24-26
27
28-33
34-36
37
38-45
46
47-51
52
53-55
56

57

60
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CBIHOME Server — Directory Tree

CBIHOME Server Root Directory
—— apps

—— home

— 1ib

— MRdata

— im)

—_— Sk

CBIHOME Server — Directory Tree (slide 1 of 5)
CBIHOME Server ROOT Directory Tree

User’s Home Directory: /home/MUSC-NetID
Home directory folders contains a very limited space for user system settings.

MUSC Faculty Storage Folder: /MRdata/Pl_LastName/
MUSC Faculty storage drive folder directory path is named after the faculty’s last
name.

MUSC Faculty Study Folder(s): /MRdata/Pl_LastName/Study FolderName/upload/
MUSC Faculty study folder directory path is named after their study. This is the
location to which zipped DICOM files are uploaded from the CAIRPACS server.

IMPORTANT: Each MUSC Faculty storage folder are limited to contain a maximum
of 0.5 TB (500GB) of files.
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CBIHOME Server Root Directory
—— apps

—— home

—— MUSC-NetID (faculty #1)
—— MUSC-NetID (faculty #2)
—— MUSC-NetID (user #1)

—— MUSC-NetID (user #2)

L— MUSC-NetID (user #3)
— 1ib

—— MRdata

— tmp

CBIHOME Server — Directory Tree (slide 2 of 5)
CBIHOME Server HOME Directory Tree

User’s Home Directory: /home/MUSC-NetID
Home directory folders contains a very limited space for user system settings.

MUSC Faculty Storage Folder: /MRdata/Pl_LastName/
MUSC Faculty storage drive folder directory path is named after the faculty’s last
name.

MUSC Faculty Study Folder(s): /MRdata/Pl_LastName/Study FolderName/upload/
MUSC Faculty study folder directory path is named after their study. This is the
location to which zipped DICOM files are uploaded from the CAIRPACS server.

IMPORTANT: Each MUSC Faculty storage folder are limited to contain a maximum
of 0.5 TB (500GB) of files.




CBIHOME Server Root Directory
— lib
—— MRdata

—— Facultyl LastName

— Studyl FolderName

— Study2 FolderName
—— FacultyZ2 LastName

I s

L Study3 FolderName

— Faculty3 LastName

— Faculty4 LastName
— tmp

CBIHOME Server — Directory Tree (slide 3 of 5)
CBIHOME Server MRDATA Directory Tree

User’s Home Directory: /home/MUSC-NetID
Home directory folders contains a very limited space for user system settings.

MUSC Faculty Storage Folder: /MRdata/Faculty_LastName/
MUSC Faculty storage drive folder directory path is named after the faculty’s last
name.

MUSC Faculty Study Folder(s):

/MRdata/Faculty LastName/Study_ FolderName/upload/

MUSC Faculty study folder directory path is named after their study. This is the
location to which zipped DICOM files are uploaded from the CAIRPACS server.

IMPORTANT: Each MUSC Faculty storage folder are limited to contain a maximum
of 0.5 TB (500GB) of files.

Note: This slide indicates that “Faculty1” has 2 different studies and “Faculty2” has 1 study.

49



CBIHOME Server Root Directory

— 1ib
—— MRdata
__ ey tyl_Las e
— Studyl FolderName
— Study2 FolderName
Masiarm
—— Faculty2 LastN .
i ?cu ty2 LastName . Storage
- Study3 FolderName Space per
— Faculty3 LastName Faculty Folder
0.5 TB ( 500 GB)
—— Faculty4 LastName <
— tmp

CBIHOME Server — Directory Tree (slide 4 of 5)
CBIHOME Server MRDATA Directory Tree

MUSC Faculty Storage Folder: /MRdata/Faculty_LastName/
MUSC Faculty storage drive folder directory path is named after the faculty’s last
name.

MUSC Faculty Study Folder(s):

/MRdata/Faculty LastName/Study_ FolderName/upload/

MUSC Faculty study folder directory path is named after their study. This is the
location to which zipped DICOM files are uploaded from the CAIRPACS server.

IMPORTANT: Each MUSC Faculty storage folder are limited to contain a maximum
of 0.5 TB (500GB) of files.

Note: All files contained in either folder “Facultyl_LastName” or
“Faculty2_LastName” can not exceed 0.5 TB (500GB).

50



CBIHOME Server Root Directory
—— MRdata

——% Facultyl LastName

I— Studyl FolderName ;

users: MUSC-NetID (faculty #1) !

MUSC-NetID (user #1) :
MUSC-NetID (user #2)

|— Study2 FolderName ;
users: MUSC-NetID (faculty #1) !
MUSC-NetID (user #2)
MUSC-NetID (user #3) f

— Faculty2 LastName

— Faculty3 LastName

CBIHOME Server — Directory Tree (slide 5 of 5)
CBIHOME Server MRDATA Directory Tree

MUSC Faculty Storage Folder: /MRdata/Faculty_LastName/
MUSC Faculty storage drive folder directory path is named after the faculty’s last
name.

MUSC Faculty Study Folder(s):

/MRdata/Faculty LastName/Study_ FolderName/upload/

MUSC Faculty study folder directory path is named after their study. This is the
location to which zipped DICOM files are uploaded from the CAIRPACS server.

IMPORTANT: Each MUSC Faculty storage folder are limited to contain a maximum
of 0.5 TB (500GB) of files.

Note: This slide shows that “Faculty1” has 2 different studies and that “MUSC_NetID
(faculty #1)” & “MUSC_NetID (user #2)” have access permissions to both study folders
but “MUSC_NetID (user #1)” only has access to “Studyl_FolderName” and

“MUSC _NetID (user #3)” only has access to “Study2_FolderName”.
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VIII. Other Information

Slide #
53-55
56
5

58
59
60

Description

CBI Help Request
Missing/Incomplete Scan Data
Incidental Findings

MRI Console Room Computers
MUSC Remote Access — Secure VPN

MUSC Net ID and Password Reactivation

Topics and Key Points Covered in Presentation
I: New MRI Projects
Starting a New MRI Project
CBI New Project Request Form — Study and User Information
Il: MRI Data Flow
MRI Data Flow and Data Management
Siemens Patient Registration Form
DICOM Filename Format and Packaged MRI Scan Filename Format
Ill: CBIHOME
Key Information for CBIHOME Server (cbihome.musc.edu)
Adding/Removing Users on CBIHOME Server
Accessing CBIHOME through SFTP/SCP Client Application
IV: WinSCP (SFTP/SCP Client Application for Windows PC Only)
WinSCP Downloading, Installation and Configuration
WinSCP Accessing Study Folder on CBIHOME and Checking Space
V: CyberDuck (SFTP/SCP Client Application for Macs & Windows)
CyberDuck Download, Installation and Configuration
CyberDuck Accessing Study Folder on CBIHOME and Checking Space
VI: FileZilla (SFTP/SCP Client Application for Macs & Windows)
FileZilla Downloading, Installation and Configuration
VII: CBIHOME Directory Structure

CBIHOME Server Directory Tree, Faculty Space Quota and User Permissions

VIiI: Other Information
CBI Help Request
Missing/Incomplete Scan Data
Incidental Findings

MRI Computers, MUSC Remote VPN Access and Net ID Password Reactivation

Slide #
3

4

5-6

7

8

9
10-11
12

13

14

15

16
17-23
24-26
27
28-33
34-36
37
38-45
46
47-51
52
53-55
56

57

60
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CBI Help Request

Slide # Description (Topics & Key Points Covered in Presentation)

54 CBI Help Request
CBI Website Screenshot

Link: Help Request- CBI Server, Data, and Equipment Help Request

55 CBI Help Request Form, Required Fields
MUSC Service-Now Ticket System
Required fields: Caller, On behalf of, Preferred Contact Type,
Short description, Additional comments, and

Assignment group.

Topics and Key Points Covered in Presentation Slide #
I: New MRI Projects 3
Starting a New MRI Project 4
CBI New Project Request Form — Study and User Information 5-6
Il: MRI Data Flow 7
MRI Data Flow and Data Management 8
Siemens Patient Registration Form 9
DICOM Filename Format and Packaged MRI Scan Filename Format 10-11
lll: CBIHOME 12
Key Information for CBIHOME Server (cbihome.musc.edu) 13
Adding/Removing Users on CBIHOME Server 14
Accessing CBIHOME through SFTP/SCP Client Application 15
IV: WinSCP (SFTP/SCP Client Application for Windows PC Only) 16
WinSCP Downloading, Installation and Configuration 17-23
WinSCP Accessing Study Folder on CBIHOME and Checking Space 24-26
V: CyberDuck (SFTP/SCP Client Application for Macs & Windows) 27
CyberDuck Download, Installation and Configuration 28-33
CyberDuck Accessing Study Folder on CBIHOME and Checking Space 34-36
VI: FileZilla (SFTP/SCP Client Application for Macs & Windows) 37
FileZilla Downloading, Installation and Configuration 38-45
VII: CBIHOME Directory Structure 46
CBIHOME Server Directory Tree, Faculty Space Quota and User Permissions 47-51
VIIi: Other Information 52
CBI Help Request 53-55
Missing/Incomplete Scan Data 56
Incidental Findings 57
MRI Computers, MUSC Remote VPN Access and Net ID Password Reactivation 60
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CBIl Help Request

CBI Website Home Page

[ o oo om— |
@
Ll

Sopete==<  The Center for Biomedical
Imaging

CBI Quicklinks

® Help Request- CBI Server, Data and Equipment Help Request

CBI Help Request
To access the CBI Help Request form, use CBI website link “Help Request”.

CBI Website:
https://medicine.musc.edu/departments/centers/cbi
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Help Request 3
Required s
Fields
| ]

CBI Help Request Form: To access form, use CBI website link “Help Request”.

FIELD DESCRIPTIONS

Number: Unique automatically generated identification number.

Caller: Person submitting request.

On behalf of: Person to be contacted by CBI.

Net ID: Automatically generated with the MUSC Net ID.

Preferred Contact Type: Select None, Email, Desk Phone or Cell Phone.

Short description: Quick reference of key information about help requested.
Description: Brief information about help requested, no more than a few sentences.
Assignment group: To be directly sent to CBI, enter “Center for Biomedical Imaging”.
Additional comments: Full description of request including all key information.

* Other fields are controlled by CBI System Administrators and CBI Techs.

* The “Short description” field is part of the email notification but only a limited number of

characters, so please make sure only key information are entered into this field.
Examples:
Study Number, add/remove user twf123 from study
Study Number, Patient ID, scan date/time, missing file
Study Number, E-prime problem with audio output
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Missing/Incomplete Scan Data File

Submit a CBI Help Request with at least the following 3
required pieces of information, used on the MRI Console PC
Patient Registration at time of scan:

Study Number
Study Date
Patient ID

DICOM Filename: 1.3.12.2.1107.5.2.43.167021.2021011212305532079694878

Missing/Incomplete Scan Data File

If you notice something wrong with your MRI Data File(s), contact the CBI System
Administrators with the below key information plus any other pertinent information
about the issue.

Requires 3 Key pieces of information to locate scan from archive database:
Study Number
Study Date
Patient ID

Other important information to identify the issue:
Study Time
Scan Series Name
Number of Images in Scan Series
Number of Scan Series for Scan Session
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Reporting Incidental Findings

1.) Immediately notify the Principal Investigator (PI) of the study.

2.) Request that the MRI technologist on duty to transfer the study images to the clinical PACS
system and notify the designated CBI radiologist. This does not require Pl approval and may be
initiated prior to Pl acknowledging receipt of incidental findings notification.

Required Scan Information:
Study Number
Study Date
Patient ID
Gender
Age
Statement of concern, include Region of Interest or questionable finding.

Following review, the radiologist will contact the Pl to discuss the clinical significance of the
findings. Based on this consultation, the Pl will decide whether follow-up contact with the
subject is necessary.

Incidental Findings
Email the CBI System Administrators ALL of the below information:

Require Email from Study PI
* Authorization to push key scan series to the Hospital PACS server (IMPAX)
to be read by a local radiologist.
* Statement of concern.
* Include Region of Interest or questionable finding.

Required Scan Information:
* Study Number
* Study Date
* PatientID
* Gender
* Age
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MRI Console Room Computers

Presentation-0 PC
Windows10 / Ubuntu 12
User Accounts: Pl-Lab

Data— D Drive: D:/Current Experiments/Pl-Lab/

* D-drive backed up nightly.

* User account and desktop NOT backed up.

Presentation-2 PC
Windows10

Mac laptop

*special

E-Prime Dev PC

User Account: CBlUser

MRI Console Room Computers

Presentation-0 PC
Windows10 / Ubuntu 12
User Accounts: Pl-Lab

Data — D Drive: D:/Current Experiments/Pl-Lab/

* D-drive backed up nightly.

* User account and desktop NOT backed up.

Presentation-2 PC
Windows10

Mac laptop
* special

E-Prime Dev PC
Windows10
User Account: CBlUser
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MUSC Remote Access — Secure VPN

MUSC IT Website for Remote Access

https://portal.musc.edu/ocio-is/infrastructure/Network-Systems-Team/Pages/Remote%20Access.aspx

VPN Registration — Register MUSC NetID for use with VPN

VPN Download — Cisco AnyConnect or Citrix workspace

MUSC Remote Access — Secure VPN
To access the MUSC network from a remote location which is not part of MUSC, one must
first register their MUSC NetID then install a current Cisco AnyConnect software package.

MUSC IT Website for Remote Access Link:
https://portal.musc.edu/ocio-is/infrastructure/Network-Systems-Team/Pages/Remote%20Access.aspx

VPN Registration — Register MUSC NetID for use with VPN

VPN Download — Cisco AnyConnect or Citrix workspace
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MUSC Net ID and Password Reactivation

For people losing access to the CBIHOME server after:
Lapse in MUSC-NetID account / Re-actiation of MUSC-NetID

Go to MUSC Identity Management System website: https://netid.musc.edu

Select the link “Change My Password” and create a new password for your

MUSC-NetID.

MUSC Net ID and Password Reactivation

For people who lose access to the CBIHOME server after

a lapse in their MUSC-NetID account or Re-actiation of MUSC-NetID account:

Go to MUSC Identity Management System website: https://netid.musc.edu and reset

your password.

Select the link “Change My Password” and create a new password for your MUSC-

NetID.
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